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A Recovery Mechanism of Survivability for Information System

XIA Qin, WANG Zhiwen, ZOU Huafeng, FENG Bogin

(School of Electronics and Information Engineering, Xi'an Jiaotong University, Xi'an 710049, China)

Abstract; A recovery mechanism of survivability with components being basic fixed units is pres-
ented for information systems to overcome the deficiencies appeared in existing approaches on sur-
vivability recovery, such as undiversified method, solidified executing sequence and delayed re-
covery process. Services provided by a information system are classified into complete services,
acceptable services and interrupted services according to the disabled extent of critical compo-
nents, and the survivability models of services and the information system are built separately
with availability of components. According to the affecting degree of disabled components on
services, the recovery procedure is divided into two phases, recovering interrupted services by re-
pairing critical components and improving acceptable services by repairing non-critical compo-
nents. A survivability recovery experiment in a network teaching system shows that the proposed
mechanism can determine the recovering actions and executing sequences depending on the surviv-
ability state of information systems. A comparison with the mechanism using serial recovery ac-
tions shows that the number of actions performed by the proposed mechanism is reduced from 9 to 3.
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